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 The vast and evolving technological era that we live in 
makes it  necessary to have ethical guidelines to 
prescribe our actions while utilizing Computer 
recourses or networks.

 Schools and other institutions have to draw up AUP 
to stipulate do and don'ts

 Measures have to be put in place to prevent 
unauthorized access.
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Introduction



Ethical:

Socially acceptable behaviour

Unethical:

Acts that are socially unacceptable

Illegal:

Acts that are illegal are so decided by the courts of law and  
carries penalties or Fines.
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Terminology



Means being:

 Legal

 Ethical and

 Considerate to others
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“Being a good computer
citizen”                  



A computer at school/university/internet Café it is not 
your property and to have to act in such a way as to 
respect the property and rules of the institution.

These rules are created to protect the computers and 
Network within an organisation.
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Acceptable User Policy (AUP)



Applies to all computer and computer communications 
facilities linked to a specific organisation or institution.

Micro and mainframe

Computer Networks

Computing peripherals

Software

6

Policy



 Accessing data and information that you are not authorized to 
access.

 Steal hardware or software from the Network
 Bypass security protocols
 Access the Internet or personal e-mail account without 

permission.
 Use other peoples access codes or usernames
 Damage hardware
 Install unlicensed software on the computers
 Insert portable storage devices without permission
 Be considerate and scan all portable storage devices for viruses 

before using them in the Computer Network
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Typical examples of these rules are



 Respect privacy of others

 Forms of online communication

 Restrictions to the amount of data that can be uploaded or 
downloaded from the Internet

 Accessing illegal sites (Porn)

 When portable storage and media playing devices can be 
used.

 Procedures to follow in cases of theft, malware, cyber 
bullying.

 Procedures to follow in cases of Plagiarism and 

copyrights infringements
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AUP for use of Network or Internet



SEE THE OTHER DOCUMENT NAMED 
NETIQUETTE.DOCX
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Netiquette
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Unauthorized  Network access:

 

All information 
contained within a 
specific computer 
centre are the 
property of the 
institution and 
accessing information 
without due 
permission is deemed 
to be unlawful and can 
lead to prosecution.



 Because of the vast and ever changing technological 
era that we live in and people are constantly 
interacting and sharing computers resources there is 
a greater need to act according to specific Ethical 
codes.

 These Ethical codes will govern and scrutinize our 
interactions with Network resources.

 Schools and Institutions realised the need for having 
policies in place to govern our use of networks.
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Conclusion



Individuals who are authorize to use

 In a manner consistent with the terms and 
conditions of use.

 Respects the rights and privacy of others

 Acts  in a responsible manner 
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Conclusion continues



Social Implications

Network safety and security

Theory content
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Network safety and security

Spyware

adware

Role of databases

Respect privacy and products of others



Sharing and interacting with Network resources 
requires strict measures to ensure that accessing data in 
the network is controlled.

“Information has become a commodity or ‘product’. 
Huge databases store all kinds of information about 
us.”
Study Opportunities: Computers part of your life Grade 11 page 325

15

Introduction



 Network Security:

 Clearly stipulated in policy (rules) that will govern or 
prescribe behaviour and conduct when accessing 
Networks.

 Access Control:

 Preventing unauthorized access and misuse of 
information
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Network security



All access strictly by means of:

 allocated usernames

Users can then create their own passwords
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Access Control
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Security Issues



Software that gathers information about users and their internet habits

 This information is then handed to businesses that will launch targeted 
advertisements the next time you log on.

Spyware also spy on your email contacts and steal email addresses, usernames, 
passwords and account numbers.

 This can be regarded as:

• Invasion of privacy
• Unethical advertisement 
• Pirate usage of computer equipment 
• Hijacking Internet connection
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Spyware



 Software that has advertisements embedded in the 
application.

 The minute your search the net popup windows 
appear to distract you with advertisements.

 Users are drawn to believe that they can download 
free products.

 Users will however soon discover that these so called 
free products are not really free.
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Adware



 Adware use data and battery power as it is downloads more and 
more adverts 

 To lure users and diverting their attention to so called free 
downloads.

 Needless to say that adware can be a real aggravation.

 Avoid adware from infiltrating your computer.

 Install or download anti –adware software
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Adware continues
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Adware Issues



 Hacking of information from the databases of   banks 
and retail companies can have negative impacts on 
personal information such as usernames and 
passwords as these can end up in criminal’s hands.

 It is the companies’ responsibility to ensure the safe 
keeping and security of personal information.
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The role of databases
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Database Role properties
How to apply 
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Database Role properties example



 Ease and speed of access to information has also created 
many problems and invasion of privacy.

 Information about your shopping or browsing habits or 
hobbies, names, usernames, passwords, contact details 
are spied on and used to target users with very specific 
advertisement.

 This can be accomplished with the help of keyloggers.
 This is software that records every keystroke and browsing 

movements of the mouse in an attempt to spy and record 
usernames and passwords and browsing habits of a user.
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Respect privacy and products of 
others



 There is an increasing need to have strict measures to 
ensure protection of personal and private 
information.

 According to Sandra Jacobs et al (p325) “People are 
also becoming aware that electronic data and 
products such as Internet articles, databases, music 
and pictures on the web and software are all 
property. They should thus be paid for by the users 
and correctly referenced and acknowledged.
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Conclusion


