
Connection & Data 
Transmission in Networks

Wired vs. Wireless
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The speed of data transmission is very 
important for users. 

Before deciding on a network, the  
available options should be considered.
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Wired

OR

Wireless
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School – CAT centre?
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Office 
– everybody  works at a desk?
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Business people working all 
over the country/world?
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Learners that need access to a 
network at school and at home?
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In your home? 
 Some family members have access to a 

desktop and almost all of them has access 

to a smart phone, tablet and/or laptop. 
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 Wired
Can be used in situations where users doesn’t have to 
move around, e.g. sitting at a desk in an office or 
school computer centre.
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Wired connections



 Properties
 Computers are connected via UTP (unshielded 

twisted pair), coaxial  or fibre optic cables.

 UTP and coaxial cables transmits data via electronic 
signals.
Fibre optic cables transmits data via light signals.
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Wired connections



 Properties
 Relatively easy to set up a wired network

 May be time consuming: as cables need to be 
installed under floors or through walls.

 Fibre optical networks require more technical 
knowledge than UTP and coaxial networks.

 Easy to manage.

11

Wired connections



 Properties
 Better security: a physical connection is required 

before the network can be accessed

 Transmission speed is determined by the type of 
cable

 Mostly needs a switch to connect devices
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Wired connections



 Wireless networks can be used in situations where 
the users don’t always work at a workstation.

 It can also be implemented in areas where it is 
difficult or impossible to install wires. 
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Wireless connections



 Properties
 Transmits data via high frequency radio waves.

 Devices equipped with wireless connection facilities 
(Bluetooth and/or wireless NIC), within the range of 
the signal, will be able to connect to the network.

 Relatively cheap, because no wires are needed. 
Wireless devices may be more expensive than a 
switch.
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Wireless connections



 Properties
 May be influenced by large buildings, electromagnetic 

interference, bad weather, etc.
 Difficult to manage. More technical knowledge needed to 

set up software to secure them.
 Can easily be hacked into, because no physical connection 

is needed. The hacker only need to be in the range of the 
signal. 

 Connection speed may be influenced by the number of 
users on the network.
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Wireless connections



Definition:

 The speed at which data travels from one point in the 
network to another.
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Data transmission speed



Bandwidth
 The maximum amount of data that can be transferred 

over the communication medium in a certain amount 
of time.
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Data transmission speed



Measurement:
 Depends on the infrastructure – communication 

devices and communication medium used in the 
network.

Units:
 bps (bits per second)

 kbps (kilobits per second)

 Mbps (megabits per second)

18

Data transmission speed



Restrictions
 Data transmission speed in wired LANs are 

always the same and is faster than in WLANs.

 Data transmission speed in WLANs depends on 
a number of factors, e.g.

 Strength of the signal

 Interfering  factors, e.g. weather, number of 
users, large buildings, etc.
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Data transmission speed



 A network that is set up by using a website and 
internet facilities. 

 Users can access the companies information, 
recourses and services via the website. 
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Intranet



 Properties
 Users need a username and password to access the 

website.

 Users can access the website on any computer, using 
any operating system, anywhere in the world.
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Intranet



Advantages
 Easy communication with employees.

 Discussion forums between employees and 
management can be established. Matters of interest 
can be discussed.

 Working together on projects become easier.  

 Employees can work from home or anywhere in the 
world.
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Intranet



 Answer the following questions:

 Compare wired and wireless LANs in table format.

 Define the term bandwidth.

 Name the unit for measuring transmission speed of 
data.

 Name THREE factors that may influence transmission 
speed.
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Activity



 Answer the following questions:

 Propose the correct type of network connection (wired / 
wireless) in the following scenarios:

 An interior designing company. Some employees are 
consultants visiting clients all over the city, others are 
admin clerks and managers, working in the office and 
some work in the fabric.

 The admin office in the school.

 A very old office building where installation of wires will 
damage the historical meaning of the building.
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Activity



 Answer the following questions:

 Define the term intranet.

 Name THREE advantages of an intranet in a company.  
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Activity



Network security
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 Basic network security includes:

 Controlling the access rights of authorised users.

 Prevention of unauthorised access and protection 
against threats like hacking and cracking.
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Basic network security



 When logging on to a network, a user needs a user 
name and password.

 The user will have access to certain network services 
and facilities, according to the network policy.

 After using a network, the user must log off to 
prevent another user to gain unauthorised access to 
data.
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Controlling access rights of 
authorised users



 User accounts

 A user account is set up for each user in the network and 
consists of a user name and password.
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Controlling access rights of 
authorised users



 User names

 A series of letters and other characters which identifies 
the user uniquely. 

 Can be chosen by the user or issued by the network 
administrator.

 Not a secret. Other users may know your user name.

 The network administrator is able to track all activities 
of any user through their user names.  
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Controlling access rights of 
authorised users



 Passwords

 A series of letters and other characters only known by 
the user. 

 Needed to gain access to the user account identified by 
the user name.

 Users choose their own passwords and must keep them 
secret.
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Controlling access rights of 
authorised users



Rules for choosing a strong 
password:
 Do not use something someone else will be able to 

guess, e.g. name and surname, date of birth, name of 
boyfriend or girlfriend, etc.

 Use a mix of lowercase and uppercase letters as well as 
numbers and other symbols.

 Minimum length: 8 characters. The longer the password, 
the longer it will take a hacker to crack into your user 
account.
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Controlling access rights of 
authorised users



Rules for choosing a strong password 
(continue):
 Change passwords regularly: at least every two months.

 Don’t use the same password for every application, e.g. 
internet banking, logging onto the CAT network, e-mail 
and logging onto a website like Facebook.

 Keep passwords secret. Preferably don’t write them 
down.
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Controlling access rights of 
authorised users



 Access rights

 Access rights are set through user names and passwords 
for users to gain access to only the services (files, 
folders, programmes, etc.) they need to fulfil their task 
in the company.
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Controlling access rights of 
authorised users



 Access rights include:

 Prevention of access to unauthorised files and folders, 
e.g. learner marks on the admin system or access to 
tests still to be written. 

 Prevention of access to certain programmes, e.g. the 
administration program in the school’s admin office 
where financial data as well as learners’ marks are 
managed.
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Controlling access rights of 
authorised users



 Access rights (continue):
 Prevention of a user to visit certain websites, e.g. 

Facebook during office hours.

 Determining the time slots in which a user may access 
the network, e.g. an office clerk may only gain access to 
his user account during office hours.

 Preventing users of changing system settings or 
installing software.

 To authorise access to hardware e.g. printers and 
servers.
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Controlling access rights of 
authorised users



 This includes measurements to protect a network 
against hackers and crackers. (A cracker is a hacker 
with criminal intentions.)

 Anyone can access a wireless network if not managed 
well.
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Prevention of unauthorised access



 Security measurements taken:

 Install a firewall on each computer in the network. In 
wireless networks, the firewall on the router must be 
turned on and configured to prevent unauthorised 
access.

 Configure the router of a wireless network so that it 
does not broadcast the network name.

 Lock servers in security controlled rooms.

 Keep an eye on security settings on the server.
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Prevention of unauthorised access



 Do you think anybody using a network has the right 
to access any data/programs in a network?

 Name examples of data which will be vulnerable if 
everybody had access to it.

 Why does a network user need a user name and 
password to enter the network?

 What other threats are there for data in a network? 
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Activity



 Answer the following questions:

 Why does a network user needs an user account?

 What does a user account consists of?

 Name FOUR measurements to take to set a strong 
password.

 Why is it important to log off after using your network 
account?
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Activity



 Answer the following questions:

 How can the network administrator prevent 
unauthorised access to network facilities for:

 An authorised user

 An unauthorised user

 What is the difference between an hacker and a cracker?
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